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Figure 5.b. PRA Structural model for risk element of production process

Figure-5B PRA Structural Model for Risk Element of Production Process 

5.1  Quantification of Risk Element  

As shown in Figure-5(A&B) above, risk factors related to Production Process  is divided into 04 major parent 
nodes as follows: 
 

�x Vulnerabilities in Textile Productivity 
�x Vulnerabilities due to Disruptions in resource supply 
�x Vulnerabilities due to Installed Equipments/System constraints & limitation 
�x Vulnerabilities due to fragile Machinery Reliability & Low Maintainability 

 
The major risk sub areas under the production includes Disruptions in resource supply i.e. inadequate 
resources supply like power, fresh water and fuel that could affect continuity of manufacturing lines;  textile 
manufacturing’s hazards, that means safety failure which may lead to accidents/employees injuries and 
illness which will cause deviations in manufacturing through put. The textile manufacturing equipment infra-
structure, its production efficiencies, the equipment’s operational availability and its maintainability are 
directly related to production through put. As shown in PRA mathematical model described above, calculation 
of risk elements starts from calculating risk factors at each end node(���•) using the Eqn(8) below. 
 

b)

of prediction is minimised. (Pavel V. et 
al, 2006)

Risk at nth end node (Xn)
The risk is the product of the probability 
of occurrence for the specific event and 
its impact, as shown in Equation (2). 
The posterior probability of end node ‘X’ 
is calculated using the prior probability 
of the node normalised by the respective 
end node. The impact is calculated in 
terms of the financial value of the node 
affecting the total financial value of the 
respective node. The posterior probabili-
ty of end node ‘Xn’ is calculated using the 
prior probability of the node normalised 
by the respective end node using Equa-
tion (3). Finaly the risk at end node ‘Xn’ 
is calculated by Equation (4).

4.4 Mathematical Model 

The PRA model works on the basis of Baye’s probabilistic principle. The basic Bayesian Probabilistic model is 
shown as Eqn (1). The PRA structural model as enumerated in Figure-4 moves in the upward direction from 
bottom. As shown in Figure-4, the risk of end node (X) is quantified and aggregated to parent node. Similarly, 
risk of parent (P) nodes are aggregated to risk element (Re) and similarly all  risk elements are simply 
accumulated and the process moves in the upward direction until the operational risk factor (Rf) is finally 
obtained. The calculation of risk factor starts from quantification of risk at each end node and then risk factors 
at each end node is calculated by Eqn(1).  as mentioned below: 
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The distribution P (Pk|Xk) is a likelihood function of risk observations. Here, P(Xk) normalizes the prior 
probability data and thus, the posterior distribution (Xk|Pk) is directly proportional to prior knowledge and 
likelihood function of observed data. The probability approach of Bayesian directs towards optimal 
predictions in a way that the mean square error of prediction is minimized. (Pavel V. et al, 2006) 
 
 
4.4.1 Risk at nth End Node (Xn) 
 
The risk is the product of probability of occurrence for that specific event and its impact as shown at 
Eqn(2). The posterior Probability of end node ‘X’ is calculated using prior probability of the node 
normalized by respective end node. Impact is calculated in terms of financial value of the node 
affecting to the total financial value of the respective node. The posterior Probability of end node 
‘�:�J’ is calculated using prior probability of the node normalized by respective end node using 
Eqn(3). Finaly Risk at End Node “�:�J" is calculated by Eqn(4). 
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Where, n = 1, 2, 3…...k (number of end/
parent nodes), I(Xn) = financial impact of 
end node ‘Xn’, I(Pn) = financial impact 
of parend node ‘Xn’, n = nth node. 
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4.4.2 Risk at nth Parent Node (Pn) 
 
Similarly, the risk at nth parent node is given by Eqn (5). The posterior Probability of Parent node 
‘Pn’ is calculated using prior probability of the node normalized by respective end node using Eqn(6). 
Finaly Risk at Parent Node “Pn" is calculated by Eqn(7).  
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5. Model Evaluation & Analysis 

The proposed model evaluation & OR analysis using Bayesian probability approach is performed on specific 
operational risk element for evaluating proposed PRA structural model. The proposed model evaluation is 
performed for any one of the risk element i.e Production Process under textile operational risk factor as 
enumerated in Figures below. Figure-5A & 5B shows the factorization of risk element related to Production 
Process into five different parent nodes. Furthermore, these parent nodes have been decomposed into end 
nodes for causal based risk assessment. It is clarified that due to non availability of real time OR data, the 
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Where, n = 1, 2, 3…...k, Pn = nth parent 
node, Ren = nth risk element.
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operational risk element for evaluating proposed PRA structural model. The proposed model evaluation is 
performed for any one of the risk element i.e Production Process under textile operational risk factor as 
enumerated in Figures below. Figure-5A & 5B shows the factorization of risk element related to Production 
Process into five different parent nodes. Furthermore, these parent nodes have been decomposed into end 
nodes for causal based risk assessment. It is clarified that due to non availability of real time OR data, the 
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installed, its production efficacy at effi-
ciency, equipment’s operational avail-
ability and its maintainability through 
material management and quality assur-
ance system enforced, are directly related 
to production through-put. As shown in 
the PRA mathematical model, the calcu-
lation of risk elements starts from calcu-
lating risk factors at each end node (Xk) 
using Equation (8) below:

           
      

                 
                  
   

                                                                            

 
The PRA model moves in the upward direction after calculating the risk at end node (X), the end nodes, risk is 
then aggregated to parent node .The calculation at the parent node is performed using the Eqn(9) below. 
 
 
 
   

                            
 

   

               
           

                                            

 
Similarly, risk of parent (P) nodes is aggregated to risk element (Re) and parent nodes are removed. The 
quantified risk for risk element of Production process is given as: 
 
Re (Production Process) = [R (P1) + R (P2) +R (P3) + R (P4)]          
  
 
Similar to Production Process, the quantified risk value for each risk element as mentioned below under 
operational risk will be calculated. The process moves in the upward direction until the operational risk factor 
(Rf) is obtained. Similarly, Risk at all risk elements of operational risk will be calculated and finally 
accumulated to calculate operational Risk factor. The details of other risk elements and formulation for 
Operational Risk factor’ calculation as cumulative are appended below: 
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5.2  Soft Computational Model for PRA Structure 

For estimating the risk accurately, soft computational methods offer a high-accuracy in prediction that 
additionally creates no constraints on the complexity of the proposed probability models. With the integration 
of soft computational intelligence with PRA structural model, the risk assessment methodology would become 
more power full in terms of scalability and expandability for real time commercial scenarios. In this paper, 
Eclipse/Net Beans IDE has been used for implementing the proposed PRA structural model in JAVA 
environment. It also provides users with friendly interface (GUI) to aid in development of scalable and 
expandable Textile operational risk assessment model. The user can input the probabilities data for end nodes 
and parent nodes to calculate risk probabilities. Finally the software will generate the total value of risk 
element and similarly all risk elements will be accumulated to reach at operational risk factor value. In order 
to assist the user for input to the model, a Graphical User Interface (GUI) and post-processing risk estimation 
module has been made available. Figure-6 & 7 demonstrate the user interfaces made for giving input to 
proposed model 
 

The software model developed is a user friendly software interface that can be applied for evaluating risk 
assessment model output if true probabilities data for operational vulnerabilities are available. The major 
components include the user input area and the result demonstration area. The software employs PRA risk 
breakdown structural modeling with Bayesian probability approach, which are less subject to approximation 
errors found in traditional analysis techniques. Although the above soft model is initially developed for Textile 
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Similarly the risk of parent (P) nodes is 
aggregated to the risk element (Re) and 
parent nodes are removed. The quanti-
fied risk for the risk element of the pro-
duction process is given by Equation 
(10) below:

Re (Production Process) = [R (P1) +
+ R (P2) +R (P3) + R (P4)] + R(P5)

(10)

Similar to the production process, the 
quantified risk value for each risk element 
mentioned below under operational risk 
will be calculated. The process moves in 
an upward direction until the operational 
risk factor (Rf) is obtained. Similarly the 
risk at all risk elements of the operational 
risk will be calculated and finally accu-
mulated to calculate the operational risk 
factor. Details of other risk elements and 
the formula for operational risk factor 
calculation as a cumulative are appended 
below:

n Risk Element-2: Logistics & Supply 
chain

n Risk Element-3: Human Resources
n Risk Element-4: Security Threats and 

External Factors
n Risk Element-5: Execution, Delivery 

& Process Arrangement
n Risk Element-6: Business Disruption 

& System Failure

n Risk Element-7: Sales & Marketing/
Commerce

Risk Factor (Operational Risk) = Re1 + 
Re2 + Re3 + Re4+ Re5 + Re6 + Re7

(11)

Soft computational model  
for PRA structure
To estimate the risk accurately, soft com-
putational methods offer high-accuracy 
of prediction, which additionally creates 
no constraints in the complexity of the 
probability models proposed. With the 
integration of soft computational intelli-
gence with the PRA structural model, the 
risk assessment methodology will become 
more power full in terms of scalability and 
expandability for real time commercial 
scenarios. In this paper, Eclipse/Net Beans 
IDE has been used for implementing the 
PRA structural model proposed in a JAVA 
environment. It also provides users with 
a friendly interface (GUI) to aid in the 
development of a scalable and expand-
able textile operational risk assessment 
model. The user can input probability data 
for end nodes and parent nodes to calcu-
late risk probabilities. Finally the software 
will generate the total value of the risk 
element, and similarly all risk elements 
will be accumulated to obtain an opera-
tional risk factor value. In order to assist 
the user with respect to input to the mod-
el, a graphical user interface (GUI) and 
post-processing risk estimation module 
have been made available. Figures 6 and 
7 demonstrate the user interfaces made for 
giving input to the model proposed.

The software model developed is a user 
friendly software interface that can be 
applied for evaluating risk assessment 
model output if true probability data for 
operational vulnerabilities are available. 
The major components include the user 
input area and the result demonstration 
area. The software employs PRA risk 
breakdown structural modelling with the 
Bayesian probability approach, which 
are less subject to approximation errors 
found in traditional analysis techniques. 
Although the soft model above is initially 
developed for the textile operational do-
main, the features of this software allow 
it to be applied to a range of other appli-
cations suitable for PRA based modeling. 
Figure 6 includes input by the user re-
garding the total number of risk elements 
under the textile operational risk factor for 
any specific industrial scenario as a first 
step, and then number of parent nodes 
under each risk element will be defined 

 Model evaluation & analysis
The proposed model evaluation & OR 
analysis using the Bayesian probability 
approach is performed on a specific oper-
ational risk element to evaluate the PRA 
structural model proposed. The model 
evaluation proposed is performed for any 
one of the risk elements i.e the produc-
tion process under the textile operational 
risk factor, as enumerated in the Fig-
ures  5 a, b. Figures 5.a and 5.b show 
the factorisation of the risk element re-
lated to the production process into five 
different parent nodes. Furthermore these 
have been decomposed into end nodes 
for causal based risk assessment. It has 
been clarified that due to the unavail-
ability of real time OR data, the model 
evaluation conducted for the production 
process risk element is based on dum-
my probability data; the application of 
the Bayesian mathematical model along 
with soft computational intelligence is 
presented in the form of scalable GUI. 
The same can be validated if true OR 
data is made available for risk estimation 
and compared with the impacts of OR in 
a real textile scenario. However, the ex-
perimental analysis of real empirical data 
has been left as future research work, in 
which case, the validity will be checked 
by comparing the results of OR outcomes 
from the model and the actual risk impact 
in real time scenario with absolute finan-
cial effects. 

Quantification of risk element 
As shown in Figures 5.a and 5.b, risk 
factors related to the production process 
are divided into four major parent nodes 
as follows:
n Vulnerabilities in textile productivity
n Vulnerabilities due to disruptions in 

resource supply
n Vulnerabilities due to installed equip-

ment/system constraints & limitations
n Vulnerabilities due to fragile machine 

reliability & low maintainability
n Vulnerabilities due to poor material 

management and quality assurance

The major risk sub areas under the pro-
duction include disruptions in resource 
supply i.e. inadequate resource supply 
like power, fresh water and fuel, which 
could affect the continuity of manufac-
turing lines; textile manufacturing haz-
ards, which means safety failure, which 
may lead to accidents/employee injuries 
and illness, which will cause deviations 
in manufacturing through-put. The tex-
tile production equipment and system 
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through a given interface. The arrow in 
front of pointer 2.1 in Figure 6 will take 
the user to the user interface for calcula-
tion of the posterior probability of the par-
ent and end node ‘’ using the prior proba-
bility of the node normalised by respective 
end nodes using Equations (8) and (9). In 
this interface, the number of risk elements 
in the model is expandable, and similarly 
the number of parent/end nodes under any 
specific risk element can be adjusted as 
per the specific textile environment.

 Conslusions
The paper introduces probabilistic risk 
structure based Bayesian methodolo-

gy in a generalised form for predicting 
textile operational risk distribution. 
The model proposed has elaborated the 
utility of the probabilistic risk assess-
ment structure with the application of 
the Bayesian probability approach for 
operational risk assessment. The model 
provides a risk analysis proprietary tool 
utilising a bottom-up process based ap-
proach for developing the probabilistic 
structure of textile operational risks and 
its causal flow. The bottom-up approach 
performs analyses of OR at the unit level 
and then builds up to form a firm-wide 
evaluation of OR. Major risk elements 
that relate to textile operation in the 
general context have been identified by 

this model, and triggers have also been 
marked through PRA based risk causal 
flow diagrams. By this method opera-
tional risk posterior distributions can be 
derived, from which appropriate miti-
gation steps can be undertaken and the 
expected deficit can be derived. Keeping 
in mind the generalised and universal 
type OR assessment approach, the mod-
el proposed can be tested on a real OR 
database related to any textile industry. 
The real type application of proprietary 
tool proposed and its experimental anal-
ysis based on corporate data have been 
left as future work. 

Figure-7 GUI Input Model for Parent/End Nodes’ Input 
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proposed model can be tested on a real OR database, of an unknown textile environment. The real time 
operational risk experimental analysis by obtaining corporate data and the real time application of proposed 
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Figure 6. GUI input model for PRA structure input.
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